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Cyber Hygiene Campaign
April 11, 2025
“l dream of Digital India where cyber security becomes an integral part of our
National Security.” — Narendra Modi

A cyber hygiene campaign is a focused effort to raise awareness and promote the adoption
of fundamental cybersecurity best practices among a specific audience, whether it's
individuals, employees within an organization, or the general public. The goal is to instill
good "digital habits" that minimize the risk of cyberattacks and security breaches. Teachers
of APS attended a Webinar on “Cyber Hygiene Campaign” on April 11, 2025. The topic of the
webinar was “Shielding your Digital life: Cybersecurity as a part of School Education.” The
speaker was Shri Nishant Kumar, Director, Indian Cyber Crime from Ministry of Home Affairs,
Government of India. The session was conducted for teachers, students and parents to make
them aware about cybercrime and cybersecurity.

Taking points of the session:
e About 14C (Indian Cyber Crime Coordination Centre)
e Objective of the session
e General Cybercrime landscape in the country
e Cybercrimes specially targeting schools and students
e Best practices to be adopted by Schools or Education boards
e Action points: Expectations from Schools
e Support from 14 C

The program was directed specially to schools because young students are particularly
vulnerable to cyber threats, making it imperative for schools to play a proactive role in
ensuring their online safety.

By empowering individuals with knowledge and encouraging the consistent practice of safe
digital habits, these campaigns contribute significantly to a stronger overall security posture.



HOME AFFAIRS

“SHIELDING YOUR
DIGITAL LIFE:

CYBER HYGIENE
AS A PART OF
SCHOOL
EDUCATION

Centre

Indicn
T!gm ( - ._.gyhor \
MINISTRY OF K Co”o:‘rc'imc:tion g

International Origin

Investment / Trading / Task
Based / Digital Arrest
scams — Authorized Push
Payments

lllegal Loan Apps —
Unregulated lending

lllegal Gaming Apps /
Crypto Scams

Romance Scams




Threat Vectors

Cyber Stalking Cyberbullying

Online Impersona

Grooming

Identity Theft

Sextorti:

Online Gaming

Online Job

THE UGLY
SIDE

15 Ao bt 2o A famT T uwe) & &t vaie

A steep rise In browsing of pornographic posts

brought with it the peril of vulnerable children fa




Shady Bets: How to Protect

Yourself from Gambling
Fraud Online

Int’l gang involving Rs 190c¢r gaming apps scam busted; 11
held

Online Job Fraud

Online Task & agat Ran &7 &1 aerg, & 3
a1 fArg 51 @ $9d, Scam A g W A & dw

Cyber Crime 1w szl s v s s v e 0 3 8, gt ey v
g e e R o 51 v v o

Fake Police
(Impersonation Scam)

Fraudster posing as Fake Police Officers

Cyber Hygiene

What are the
primary factors
that constitute
cyber hygiene?




